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                NitroLabs founder and CEO Max Ferguson gives a presentation on May 11, 2017, in San Francisco. (Source: YouTube)            
        
                    Ignoring a breach disclosure can have ugly consequences. Case in point: Lumin PDF, a PDF editing tool, which saw data for much of its user base - about 24.3 million - published in an online forum late Monday. 
See Also: User Entity & Behavior Analytics 101: Strategies to Detect Unusual Security Behaviors


Lumin PDF, a product of NitroLabs of New Zealand, is free PDF editing tool that offers tiered subscriptions for more advanced features and storage. 


The published data includes users' full names, Google profiles, email addresses, locales and in some cases, Google access tokens and hashed passwords. 


The person who says he found the data, who asked not to be named, tells Information Security Media Group that his team found a MongoDB database belonging to Lumin PDF accessible online around mid-April. He says he reached out to NitroLabs, including its founder and CEO Max Ferguson, on his personal email, but did not receive a response. 


Data Dump


Efforts to reach Ferguson, a native New Zealander who’s LinkedIn profile says he is a research assistant at Stanford University in California, and NitroLabs, were unsuccessful. 


A few weeks after discovering the database, the person who discovers it says, it was hit with ransomware. Ransomware attackers often scan the internet for MongoDB instances that have been left open and require no authentication to access. The database was taken down some time after that happened, the person wrote in his post on the hacker forum (see MongoDB Ransomware Compromises Double in a Day).  


Lumin PDF’s customer database was released on a hacking forum earlier this week.

Since Lumin PDF did not respond, the person says he decided to publicly release it on a well-known forum for publishing data leaks. Security researchers sometimes choose this route in frustration after trying to raise attention. 


“The decision to release it was hard, but we had evidence that it was already leaked multiple times and there were third parties that may be already using the data and since Lumin did not respond, we decided to release it this way,” the person says. “We do security research professionally and usually disclose everything responsibly, but this time it was the ignorance that motivated [us] to do this.” 


Access Token Leak


A sensitive aspect of the breach is the leak of Google account access tokens. Lumin PDF allows users to use either their Google or Dropbox credentials to sign into the service. That allows Lumin to have access to, for example, a person’s Google Drive storage and email. 


A screenshot from Lumin PDF’s instructions on how to link accounts to a Google account.

Capturing those access tokens is valuable to cybercriminals, because it could provide access to someone’s Dropbox or Google Drive account. One of the comments posted following the leak on the hacker forum says: “Data looks good and its not 'that' old. So you might be able to reuse some of these Google tokens since they usually don’t expire that quickly.” 


The person who found the data says he held off posting it sooner due to the access tokens, saying that the four-month delay should have allowed most of the tokens to expire. 


Because most Lumin PDF users signed in using Google or Dropbox credentials, there were less than 120,000 password hashes in the database. Those passwords were hashed with bcrypt, which is considered a strong hashing algorithm. Bcrypt is more resistant to password cracking because it takes much longer to generate possible matching hashes. 


“Bcrypt is hard to crack,” says the person who found the data. “We weren’t able to crack a single hash on the database.” 


15.4 Unique Email Addresses


Many email addresses in the leak appear to have never been leaked before, says Troy Hunt, a data breach expert who runs the Have I Been Pwned breach notification site. Hunt says his analysis shows that of 24.3 million email addresses, 15.4 million are unique. 


Hunt compares new breaches against his trove of data breaches to see if newly leaked email addresses match with those from previous breaches. Now that the Lumin PDF data is public, Hunt plans to add it to Have I been Pwned. 


The larger question, he says, is why Lumin PDF never responded to the original breach notification, which would have helped alert users earlier and may have prevented data from being publicly released. The fact that the service kept running after the MongoDB was frozen by ransomware indicates the company likely knew it had been compromised, he says. 


“For me personally, the most interesting thing about this is the huge volume of data that’s out and absolutely nothing has happened,” Hunt says. 


Although ISMG couldn’t reach Ferguson, he did respond to a query from ZDNet. Ferguson told ZDNet that all of the Google tokens were expired at the time of the breach. He says that Lumin PDF planned to disclose of the breach in a blog post on Tuesday. As of Wednesday morning U.S. Eastern time, Lumin PDF's site did not have a notification. 


Hunt says that’s an indication of just how broken the breach notification process is. 


“Every single one of those people [in the breach] want to know,” Hunt says. “They will want to be told when their data is exposed in this fashion.” 
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                      Title Level
Analytics/Architecture/Engineering
Attorney / General Counsel / Counsel
AVP
Board of Director
C - level
C Level - Other
CCO
CEO / President
CFO
Chairperson
CIO
CISO / CSO
CISO/CSO/CIO
COO
CRO
CTO
Director
EVP / SVP / FVP
Head
Healthcare Professional
Manager
Manager / Supervisor
Partner
Specialist/Other
Staff
VP
--Other Title Level--


                    


                    
                      
                    


                    
                      Job Function
Anti-Money Laundering (AML)
Audit
BSA
Business Continuity/Disaster Recovery
Business Development
Cashier / Customer Service / Administrative
Clinical Healthcare Professional
Cloud - IT
Cloud - Security
Compliance
Compliance / BSA
Data Management
Debit/Credit Card/Electronic Banking
eCommerce / eBusiness
Executive Management
Finance / Accounting
Founder / Owner
Fraud
HR / Training
Information Security
Information Technology
Legal
Lending
Loss Prevention
Marketing
Network / Systems / Web
Operational Technology
Operations
Others
Policies / Procedures
Product Management
Project
Regulatory Affairs
Risk Management
Sales
Security / Privacy
Vendor Management
--Other Job Function--


                    


                    
                      
                    


                    
                      Country
United States
Canada
India
Afghanistan
Albania
Algeria
American Samoa
Andorra
Angola
Anguilla
Antigua & Barbuda
Argentina
Armenia
Aruba
Australia
Austria
Azerbaijan
Bahamas
Bahrain
Bangladesh
Barbados
Belarus
Belgium
Belize
Benin
Bermuda
Bhutan
Bolivia
Bosnia & Herzegovina
Botswana
Brazil
British Virgin Islands
Brunei
Bulgaria
Burkina Faso
Burundi
Cambodia
Cameroon
Cape Verde
Cayman Islands
Central African Republic
Chad
Chile
China
Colombia
Comoros
Cook Islands
Costa Rica
Côte d’Ivoire
Croatia
Cuba
Cyprus
Czechia
Democratic Republic of the Congo
Denmark
Djibouti
Dominica
Dominican Republic
Ecuador
Egypt
El Salvador
Equatorial Guinea
Eritrea
Estonia
Eswatini
Ethiopia
Faroe Islands
Fiji
Finland
France
French Guiana
French Polynesia
Gabon
Gambia
Georgia
Germany
Ghana
Gibraltar
Greece
Greenland
Grenada
Guadeloupe
Guam
Guatemala
Guinea
Guinea-Bissau
Guyana
Haiti
Honduras
Hong Kong
Hungary
Iceland
Indonesia
Iran
Iraq
Ireland
Israel
Italy
Jamaica
Japan
Jordan
Kazakhstan
Kenya
Kiribati
Kosovo
Kuwait
Kyrgyzstan
Laos
Latvia
Lebanon
Lesotho
Liberia
Libya
Liechtenstein
Lithuania
Luxembourg
Macao
Madagascar
Malawi
Malaysia
Maldives
Mali
Malta
Marshall Islands
Martinique
Mauritania
Mauritius
Mayotte
Mexico
Micronesia
Moldova
Monaco
Mongolia
Montserrat
Morocco
Mozambique
Myanmar (Burma)
Namibia
Nauru
Nepal
Netherlands
New Caledonia
New Zealand
Nicaragua
Niger
Nigeria
Niue
North Macedonia
Northern Mariana Islands
Norway
Oman
Pakistan
Palau
Panama
Papua New Guinea
Paraguay
Peru
Philippines
Poland
Portugal
Puerto Rico
Qatar
Romania
Russia
Rwanda
Samoa
San Marino
São Tomé & Príncipe
Saudi Arabia
Senegal
Serbia
Seychelles
Sierra Leone
Singapore
Slovakia
Slovenia
Solomon Islands
Somalia
South Africa
South Korea
Spain
Sri Lanka
St. Kitts & Nevis
St. Lucia
St. Vincent & Grenadines
Sudan
Suriname
Svalbard & Jan Mayen
Sweden
Switzerland
Syria
Taiwan
Tajikistan
Tanzania
Thailand
Timor-Leste
Togo
Tonga
Trinidad & Tobago
Tunisia
Turkey
Turkmenistan
Turks & Caicos Islands
Tuvalu
U.S. Virgin Islands
Uganda
Ukraine
United Arab Emirates
United Kingdom
Uruguay
Uzbekistan
Vanuatu
Vatican
Venezuela
Vietnam
Western Sahara
Yemen
Zambia
Zimbabwe


                    


                  
                      State/Province
ALASKA
ALABAMA
ARKANSAS
ARIZONA
CALIFORNIA
COLORADO
CONNECTICUT
DISTRICT OF COLUMBIA
DELAWARE
FLORIDA
GEORGIA
HAWAII
IOWA
IDAHO
ILLINOIS
INDIANA
KANSAS
KENTUCKY
LOUISIANA
MASSACHUSETTS
MARYLAND
MAINE
MICHIGAN
MINNESOTA
MISSOURI
MISSISSIPPI
MONTANA
NORTH CAROLINA
NORTH DAKOTA
NEBRASKA
NEW HAMPSHIRE
NEW JERSEY
NEW MEXICO
NEVADA
NEW YORK
OHIO
OKLAHOMA
OREGON
PENNSYLVANIA
RHODE ISLAND
SOUTH CAROLINA
SOUTH DAKOTA
TENNESSEE
TEXAS
UTAH
VIRGINIA
VERMONT
WASHINGTON
WISCONSIN
WEST VIRGINIA
WYOMING
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